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4.0 COMPONENTS INSIDE THE COMPUTERS (PC) & THEIR 
INTERCONNECTION  

4.1 INTRODUCTION 
Computers store information digitally. All the information stored as numbers, in a binary system. A binary 
system has only two numbers 0 and 1. (Decimal system has 10 numbers 0.....9).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

(a) The Central Processing Unit (CPU), also called a processor , is like the brain of the computer. It executes 
instructions in response to commands. processor’s speed is measured in Megahertz (MHZ) or Gigahertz 
(GHZ) Higher the hertz, the faster the process in of instructions. 
  
(b) The Random Access Memory (RAM) is also called main memory. RAM is used to store data and 

instructions that are currently being processed by a computer’s CPU. Data is temporarily stored in the RAM 

till it is saved to the hard disk. The data in RAM is erased when power is switch off. RAM is measured in 

megabytes (MB) or gigabytes (GB). A bit is the smallest unit of data in computer processing. A byte is a 

group of eight bits. A Kilobyte (KB) is approximately 1024 bytes. The more RAM a computer has, the more 

things a computer can access at the same time. So more the RAM, the faster a computer performs tasks. 
 

(c) Secondary storage is where the information is stored permanently till explicitly deleted. Information is 

moved between main memory and secondary memory as and when needed. Power off of a computer, data on 

hard disk and other secondary storage devices is not erased. Operating system, software, content (created and 

saved by users) are stored here until explicate deleted. CD/DVD and pen drive are removable storage devices. 

These can be used to backup important data and information.  
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(d) An input device converts data and instructions entered using the device into a pattern of electrical signals. 

These signals correspond to binary code that can be processed by a digital computer. A user inputs data and 

instructions (Example: using a keyboard), initiates a task (Example: using a mouse), transfers images 

(example: using a web camera), using the input devices. An output device reverses the process, translating the 

digitized signals into a form intelligible to the user. The computer displays processed information (example: a 

print out of the information or audio, video) through the output devices. Keyboard, mouse, scanner, webcam 

are examples of input devices. Monitor, printer, speakers are examples of output devices. Some devices can 

handle both input and output. The network device (called network card) in a computer is both input and output 

device  
 

4.2 Hardware-BIOS interaction 

The BIOS software has a number of different roles, but its most important role is to load the operating system. 
When you turn on your computer and the microprocessor tries to execute its first instruction, it has to get that 
instruction from somewhere. The BIOS provides those instructions. Some of the other common tasks that the 
BIOS perform include:  
1. A Power On Self Test (POST) for all of the different hardware components in the system to make sure that 
everything is working properly.  
2. Activating other BIOS chips on different cards installed in the computer e.g. SCSI and graphics cards often 
have their own BIOS chips.  
3. Providing a set of low-level routines that the operating system uses to interface to different hardware 
devices - it is these routines that give the BIOS its name. They manage things like the keyboard, the screen, 
and the serial and parallel ports, especially when the computer is booting.  
4. Managing a collection of settings for the hard disks, clock, etc.  
 

The BIOS (Basic Input & Output System) is a type of firmware used to perform hardware initialization 

during the booting process (power-on startup) on IBM PC compatible computers, and to provide runtime 

services for operating systems and programs. The BIOS firmware is built into personal computers (PCs) and it 

is the first software they run when powered on. The name itself originates from the Basic Input & Output 

System used in the CP/M operating system in 1975. The fundamental purposes of the BIOS in modern PCs 

are to initialize and test the system hardware components, and to load a boot loader or an operating system 

from a mass memory device. The BIOS additionally provides an abstraction layer for the hardware, i.e., a 

consistent way for application programs and operating systems to interact with the keyboard, display, and 

other input/output (I/O) devices. Most BIOS implementations are specifically designed to work with a 

particular computer or motherboard model. 

   
4.3 Interconnection between subsystems of PC  
The PC is a system, which means that it contains many different parts that work together to accomplish its 

various tasks. There are some that are more centrally located and connected to more of the other pieces; there 

are others that are more "added on" to the central core of the machine. The heart of any PC is what I call the 

system processing core. There are subsystems within the system that each does different jobs.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9 Functional block diagram for the PC   

https://en.wikipedia.org/wiki/Firmware
https://en.wikipedia.org/wiki/Perform
https://en.wikipedia.org/wiki/Booting
https://en.wikipedia.org/wiki/IBM_PC_compatible
https://en.wikipedia.org/wiki/Personal_computer
https://en.wikipedia.org/wiki/Personal_computer
https://en.wikipedia.org/wiki/CP/M
https://en.wikipedia.org/wiki/Boot_loader
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Hardware_abstraction_layer
https://en.wikipedia.org/wiki/Input/output
https://en.wikipedia.org/wiki/Motherboard
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4.4 Inside the System Unit 

 System processors (also called Central Processing Units or CPUs).  
 Motherboards  
 System memory  
 Video cards  
 The CPU is the component that processes instructions. It receives input from the user, operates 

applications and the operating system and processes data to provide output. 
 RAM provides the operating memory for the computer. The more processes a computer needs to run at 

a single time, the more RAM it needs. Operating processes from RAM is much faster than running 
them from a disk or hard drive. 

 A computer's storage permits it to permanently store files and data. The hard drive is a common 
storage device that varies in capacity. 



4.4.1 Mother Board 

 Motherboard connects directly or indirectly to every part of the computer. The motherboard’s main job 
is to hold the computer’s microprocessor chip and let everything else connect to it.  

 Everything that runs the computer or enhance its performance is either part of the motherboard or 
plugs into via a slot or port.  

 The motherboard is the computer’s main circuit board. It’s a thin plate that holds the CPU, memory, 

connectors for the hard drive and optical drives, as well as various external ports and peripherals.  
 A port is connected from inside to expansion cards which are plugged into the motherboard and are 

connected to other components by cables which are long, flat bands that contain electrical wiring. The 
ports are controlled through the expansion cards. 



When a motherboard is considered a field replaceable unit, so it’s important to know how to replace one, but 

the good news is you don’t need to know how to repair one that is broken. A motherboard is the most 

complicated component in a computer. When selecting a motherboard, generally the form factor, processor 

socket, chipset, buses and number of bus slots, and other connectors, slots, and ports. In selecting the right 

motherboard when replacing an existing one or when building a new system is a challenging factor; so the 

types of slots on the motherboard and whether replacement parts will fit. 
 
(a) CPU Slot: 
The Central Processing Unit is often called the brains of a computer because it is the hardware that carries 

out instructions from software by using math, input/output commands and logic. The CPU slot is where the 
processor is stored on a computer's motherboard. To replace a CPU you will need to raise the socket by 

lifting a small lever on the side of the socket; then you can gently pull out the CPU hardware. Replace the 

old CPU with a new one by aligning your new CPU with the socket, gently placing it in (do not push) and 
then flipping the socket lever to secure it. 
  
(b) RAM Slot:  

The Random Access Memory (RAM) is data storage hardware on your computer's motherboard. Despite the 

name, RAM does not actually "remember" anything when a computer is turned off. Programs must be saved 

on the hard drive or another storage device. Computers cannot run without RAM installed. They often come 

packaged with multiple strips located in RAM slots on the motherboard that are easily removable and 

replaceable. Upgrading RAM will improve the speed of your computer. 
  
(c) PCI Slot:  
The Peripheral Component Interconnect (PCI) slot is a slot for expansion devices. Most desktop computers 

come with several PCI expansion slots. PCI slots are used for a variety of devices: modems, network cards, 

television tuners, radio tuners, video cards and sound cards, among others. Most computers today have several 

of these cards already built in.  

http://www.pcguide.com/buy/des/comp_CPU.htm
http://www.pcguide.com/buy/des/comp_Mobo.htm
http://www.pcguide.com/buy/des/comp_RAM.htm
http://www.pcguide.com/buy/des/comp_Video.htm
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(d) PCI Express Slot:  
The PCI Express slot, like the PCI slot, is used for expansion cards. PCI Express allows for higher transfer 

speeds than PCI and is therefore preferred for graphics cards. The PCI Express has replaced the Accelerated 

Graphics Port (AGP) in most computers as the primary slot for graphics cards. Upgrading your graphics card 

can improve performance markedly. 
  
(e) Hard Drive Slots:  
To connect hard drives to your computer, you might find a group of small rectangular slots, called Serial 

Advanced Technology Attachment (SATA) slots. Some SATA slots might be capable of higher speeds and 

are usually colored differently. Connect solid-state drives to the high-speed SATA slots and mechanical disk 

drives to the lower-speed slots. Older motherboards have PATA slots resemble PCI slots. PATA slots connect 

to disk drives as well as CD and DVD recorders and players using a ribbon cable. 
  
(f) Expansion slot:  
Alternatively referred to as a bus slot or expansion port, an expansion slot is connection or port located inside 
a computer on the motherboard or riser board that allows a computer hardware expansion card to be 

connected. For example, if you wanted to install a new video card in the computer, you'd purchase a video 
expansion card and install that card into the compatible expansion slot. 

 

4.4.2 SMPS (Switched Mode Power Supply)  
 SMPS stands for Switched Mode Power Supply. 

 It is an electronic device in which energy conversion and regulation is provided by power 

semiconductors that are continuously switching with high frequency between "on" and "off" states. 

 An output voltage is controlled by varying duty cycle, frequency or a phase shift of these transitions. 

 The SMPS is different from a traditional power supplies because it can be used for different voltage 

inputs (from 80V to 300V AC). 

 If the SMPS has an AC input, then its first job is to convert the input to DC. This is called rectification. 

The rectifier circuit can be configured as a voltage doublers by the addition of a switch operated either 

manually or automatically. 

 This is a feature of larger supplies to permit operation from nominally 120volt or 240volt supplies. 

The rectifier produces an unregulated DC voltage which is then sent to a large filter capacitor. 

 A SMPS designed for AC input can often be run from a DC supply, as the DC passes through the 

rectifier stage unchanged. D.C. to D.C. converters and D.C. to A.C. Converters belong to the category 

of Switched Mode Power Supplies (SMPS).  
 
 
 
 
 
 
 

APPLICATIONS:  
Switched-mode in domestic products such as personal computers often have universal inputs, meaning that they 
can accept power from most Mains supplies throughout the world, with rated frequencies from 50Hz to 60Hz and 
voltages from 100V to 240V.  
 

Circuit Diagram:  
 
 
 
 
 
 
 
 
 

http://www.computerhope.com/jargon/c/computer.htm
http://www.computerhope.com/jargon/m/mb.htm
http://www.computerhope.com/jargon/r/risecard.htm
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The energy flow in a power supply is controlled by power semiconductors, which can operate in different 
modes. In legacy systems they worked in linear mode and excessive power dissipated in a series transistor. 

When a semiconductor operates in switching mode, it can control energy flow with low losses: when a switch 
is "on", it has low voltage drop and will pass any current imposed on it; when it is "off", it blocks the flow of 

current.  

 

4.4.3 HDD (Hard disk drive) System Interfaces 
• Hard Drives 2 Types: SCSI and IDE.  
• The primary interface used to connect a HDD to a PC is typically called IDE (Integrated Drive 

Electronics).  
• Technically the correct name for the interface is ATA, many persist in using the IDE designation today.  
• The primary purpose of the hard disk controller or interface is to transmit and receive data to and from the 

drive.  
• ATA is a 16 bit parallel interface, meaning that 16 bits are transmitted simultaneously down the interface.   
• SCSI (Small Computer System Interface) is a general-purpose interface used for connecting many types of 

devices to a PC.  
• SCSI is also very flexible. It is not only a disk interface, but is also a system-level interface that allows 

many types of devices to be connected including scanners and printers. 

 

Integrated Drive Electronics (IDE): 
 Originally developed as alternative to more expensive SCSI drives.  
 Low level format scans disk for defects and sets aside sectors with defects so they are not used for data.  
 IDE drives should never be low level formatted by a user or technician. Only high level format necessary.  
 IDE supports TWO drives in a system 

 one master (boot disk) and one slave 

 set master and slave using jumpers 

 EIDE supports FOUR drives per system 

 2 drives on each of 2 cables 

 only one master, all others are slaves 

 IDE and EIDE drives both use 40-pin ribbon cable aligned to pin 1.  
 

Small Computer Systems Interface (SCSI): 

• It stands for Small Computer Systems Interface and is pronounced as Scuzzy.  
• For wide range of peripheral devices, including hard disks, tape drives, optical drives, CD-ROMs and disk 

arrays.  
• 8 devices can connect to a daisy chain. This chain must be terminated at both ends.  
• Each device on chain is assigned unique device ID number that is determined by jumpers or DIP switches  

Installing and configuring SCSI. 

• SCSI bus supports 8 devices. There are eight SCSI IDs numbered 0 through 7.  
• If you have both IDE and SCSI hard drive, IDE drive should be boot drive. 
• Types of SCSIs  
• SCSI 1- 5 MB transfer rate, Centronics 50 pin or DB 25, has 8 bit bus  
• SCSI 2 -also SCSI Fast Wide, includes 16 bit bus, called Wide SCSI, and twice as fast transfer rate  
• SCSI 3- Includes Ultra SCSI, Wide Ultra SCSI, and Ultra 2 SCSI, 16 bit bus with up to 80 MBps transfer 

rate 

 

Redundant Array of Independent Disks (RAID):  
• Category of disk drives that employs 2 or more drives in combination for fault tolerance (error recovery).  
• 3 on test will be: RAID 0, RAID 3, RAID 5 

• RAID 0- Striped disk without parity 

• RAID 3- Parallel transfer with parity 

• RAID 5- Data striping with parity  

https://en.wikipedia.org/wiki/Hard_disk_drive
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Data is Organized on Disk 

 Tracks 
 circular areas of the disk 
 Length of a track one circumference of disk 
 Over 1000 on a hard disk 
 Data first written to outer most track  

 Sectors 

 Divides tracks sections 

 On a floppy 9 sectors exits 

 Cylinders 

 Logical groupings of the the same track on each disk surface in a disk unit 

 Clusters 

 Groups of sectors used by operating system 

 64 sectors in one cluster  
Interleaving 

• Allows the read/write head to use the rotation of the disk to its advantage  
• One sector is written to and the disk skips to several sectors down Formatting  

• Low level formatting done at factory 

• FAT is always located at Track 0  
• High level formatting is automatically done during installation of operating system 

 

Operating System File Systems  
• DOS uses FAT. 

• Windows 3.x uses Virtual FAT. 

• Win 95 uses VFAT and FAT32. 

• Win NT uses NTFS. 

• FDISK command is used for formatting.  
• Divides hard drive into logical subdivisions which are seen by the operating system as separate 

logical hard disks.  
• Hard drives divided into primary and extended partitions. The primary partition boots the system. Can 

have up to 4 primary partitions.  
• Extended can be divided up to 23 times on disk. 

• Partitioning disks improves disk efficiency through reduced cluster size.  
• Now Win XP and Win 7 can create a primary partition of up to 30 GB 

• Following partition, the first sector on cylinder 0 reserved for master boot record  
• To access data on compressed disk, must load disk compression utility into RAM first   

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

The hard disk drive (HDD) is the data center of the computer. Operating system, software, content (created 
and save by user) are stored here until explicate deleted. Information is moved between main memory and 
secondary memory as and when needed. On power off a computer, data on hard disk and other secondary 
storage device is not erased.  
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AT Attachment, is an interface standard for the connection of storage devices such as hard disk drives, 

floppy disk drives, and optical disc drives in computers. The standard is maintained by the X3/INCITS 

committee. It uses the underlying AT Attachment (ATA) and AT Attachment Packet Interface (ATAPI) 

standards. The Parallel ATA standard is the result of a long history of incremental technical development, 

which began with the original AT Attachment interface, developed for use in early PC AT equipment.   
 

Hard Drive Technologies and Interface Standards  
- A hard disk drive (HDD) comes in two sizes: 3.5" for desktop computers and 2.5" for laptops.  
- A hard drive can be a magnetic drive, a solid state drive, or a hybrid drive. A solid state drive 

contains flash memory and is more expensive, faster, more reliable, and uses less power than a 
magnetic drive.  

- Most hard drives use the ATA interface standards. The two main categories of ATA are parallel ATA 
and serial ATA. Serial ATA is easier to configure and better performing than PATA. External SATA 
ports are called eSATA ports.  

- S.M.A.R.T. is a self-monitoring technology whereby the BIOS monitors the health of the hard drive 
and warns of an impending failure.  

- ATAPI standards are used by optical drives and other drives that use the ATA interface on a 
motherboard or controller card.   

- The SCSI interface standards include narrow and wide SCSI, and can use a variety of cables and 
connectors. Three connectors are a 50-pin, 68-pin, and 25-pin connector.  

- A SCSI chain can contain up to 16 devices including the host adapter. Each device is identified by a 
SCSI ID, a number from 0 to 15.  

- SATA drives require no configuration and are installed using a power cord and a single SATA data 
cable.  

- PATA drives require you to set a jumper to determine if the drive will be the single drive, master, or 
slave on a single cable. The PATA cable can accommodate two drives. A PATA motherboard has 
one or two PATA connectors for up to four PATA drives in the system.  

- RAID technology uses an array of hard drives to provide fault tolerance and/or improvement in 
performance. Choices for RAID are RAID 0 (striping using two drives), RAID 1 (mirroring using 
two drives), RAID 5 (parity checking using three drives), and RAID 10 (striping and mirroring 
combined using four drives).   

  
Differences between SATA and PATA HDD 

 

- The PATA standard is not much in use, because sending data at rates faster than 133 Bps down a 
parallel ribbon cable has problems associated with it like signal timing, electromagnetic 
interference (EMI), and other integrity problems. Hence to the problems SATA is preferred.  

- The PATA drives cannot be plugged into a SATA host adapters and vice versa.  
- The SATA uses much thinner cables with only 7 pins that are easier to plug in.  
- Configuration of SATA is also simpler because the jumper settings for master/slave are no longer 

necessary. 
- SATA is a backward-compatible replacement for PATA physical storage interface.  
- Utilities that work on PATA will also work on SATA. SATA supports all existing ATA and 

ATAPI devices, including CD-ROM and CD-RW drives, DVD drives, tape devices, Super-Disk 
drives and any other storage devices currently supported by PATA.  

- Maximum SATA cable length is 1 meter (39.37
ꞌꞌ
) which is considerably longer than the 18 

ꞌꞌ
 

maximum for PATA. 
 

 

 

 

https://en.wikipedia.org/wiki/Electrical_connector
https://en.wikipedia.org/wiki/Electrical_connector
https://en.wikipedia.org/wiki/Electrical_connector
https://en.wikipedia.org/wiki/Computer_storage
https://en.wikipedia.org/wiki/Hard_disk_drive
https://en.wikipedia.org/wiki/Hard_disk_drive
https://en.wikipedia.org/wiki/Hard_disk_drive
https://en.wikipedia.org/wiki/Hard_disk_drive
https://en.wikipedia.org/wiki/Hard_disk_drive
https://en.wikipedia.org/wiki/Optical_disc_drive
https://en.wikipedia.org/wiki/Computer
https://en.wikipedia.org/wiki/INCITS
https://en.wikipedia.org/wiki/INCITS
https://en.wikipedia.org/wiki/INCITS
https://en.wikipedia.org/wiki/ATA_Packet_Interface
https://en.wikipedia.org/wiki/ATA_Packet_Interface
https://en.wikipedia.org/wiki/ATA_Packet_Interface
https://en.wikipedia.org/wiki/PC_AT
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4.4.4 Partitioning and formatting HDD 

 Disks.

 Used for permanently storing data and programs.

 Makes it possible to distribute data from one computer to another.

 Initializing/formatting disk is process of preparing disk so it is compatible with OS.

 OS sets up guidelines for reading from/writing to a disk.

 System utility command (FORMAT.COM) used to prepare a disk for use.

 All disks, including hard disk, must be formatted.

 Purchase new hard disk – must be formatted.

 Hard disks are typically formatted once, when they are new.
 Low-level format- organizes both sides of each platter into tracks and sectors to define where 

items will be stored on the disk.
 Partitioning: divide hard disk into separate areas called partitions; each partition functions as if 

it were a separate hard disk drive.
 High-level format defines the file allocation table (FAT) for each partition, which is a table of 

information used to locate files on the disk.

 

PARTITIONING AND FORMATTING DISKS 

 Disk must be prepared prior to use.

 Divided into logical divisions (partitioned).

 Then formatted with file system.
 Primary Partition = section of a hard disk.

 Hard disk limited to four primary partitions per physical disk. 

 Partition table located in first physical sector.

 Type of file system for each partition if partition is bootable.

 Each partition on drive is called a Volume which has own volume label.
 Can boot only from active partition.

 Hard disk limited to four primary partitions per physical disk.

 Only one primary partition can be an extended partition.

 Can contain logical drives (volumes).
 Dual booting system (system with 2 OSs) can be done by creating partition for each OS.

 Only one OS can be active at a time.

 Boot computer from partition where OS is located.

 Each OS formats disks in own way.
 Order of installation is important.

 Specific information to install multiple OS.

 File system is organizational scheme of OS.

 OS prepares disk to be read from and written to them.
 WXP supports four file systems such as NTFS & Three FAT file systems (FAT12, FAT16 and FAT32).
 FAT12 – used on floppy disks.

 In reality, choice is either FAT or NTFS.

 WXP supports two types of file systems on CD-ROM and DVD.

 All disks must be formatted.

 Hard disk are usually partitioned and formatted and typically formatted only one time.
 

THE MASTER BOOT RECORD AND THE BOOT SECTOR 

 Master boot record first part of any hard disk.

 Finds hard disk.

 Launches necessary codes to load drivers located on boot record.
 Boot sector.
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 First sector on every logical drive.

 Contains table of drive’s characteristics.

 # of tracks/bytes per sector/sectors per track

 Version of OS used to format disk.

 Root directory/volume serial number etc.
 Contains bootstrap loader program.

 Used by W2K to identify type of disk.

 Even if disk not system disk, still has boot sector.

 Error messages if booting from non-system disk.

 Using FAT to format disk creates:Boot record & Root Directory.
 Number of clusters varies from one disk type to another.

 Cluster size determined by partition size.
 VFAT (virtual file allocation table).

 Special FAT version introduced in W95.
 

THE ROOT DIRECTORY

 Table that records information about each file on disk.

 Information displayed (My Computer/Explorer) comes from root directory table.

 Changes made in root directory table make WXP compatible with older W and DOS programs.

 DOS only recognizes 8.3 file names.
 W95/98/2K allow long file name and 8.3 name limitations.

 DOS/W2K/WXP stores information in root directory table for every file on disk.

 Unused area in table used by WXP to handle long file names.

 Combination of attributes signal entry is first of series of directory entries.  

 Allows series of directory entries to be chained together so long file names can be used.

 WXP maintains compatibility

 Assigns every file - long & short file name (follows 8.3 rule).
 Starting cluster number

 Critical entry in root directory 

 Indicates which cluster holds first portion of a file.

 Root directory tells WXP what is on the disk.
 

THE FAT AND THE ROOT DIRECTORY

 Root Directory tells you what is on the disk.

 FAT points to where to start finding information about file and acts like a chart which tells you where to 

go.

 EOF (End-of-file) marker indicates no more data in file.
 

NTFS

 NTFS used if user wants disk security, performance, and efficiency.

Advantages of NTFS:

 Secure file system – can assign permission to each file/folder on disk.

 More efficient storage of data on large hard disks.

 Faster access to files/folders.

 IF disk failure - better data recovery.

 Restore disk based on log file.

 Can compress files – more data can be stored on disk.

 Can assign disk quotas – set limits on how much disk space a user may have.

 Encryption of files for better security.
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MASTER FILE TABLE (MFT)

 NTFS uses Master File Table (MFT) instead of FAT.
 Database of all files on system which tracks all files/directories in volume.

 Dynamic – changes size when necessary.
 First 16 records called Metadata files which contain information about volume.

 MFT has entry for MFT itself.
 After volume info, each record in MFT corresponds to one file or file in file system.

 Record for file/folder contains attributes.

 MFT additions or differences from FAT.

 Major attribute – adds security descriptor

 Who has what access to what files.
 NTFS – secure file system

 Can assign permission for every file/folder on system.

 Data in file considered to be attributing in file.

 Fast access

 Eliminates file fragmentation.
 

DECIDING ON A FILE SYSTEM
 Can convert FAT to FAT32 or NTFS.

 One-way conversions means it cannot convert FAT32/NTFS to FAT.
 

FORMATTING A DISK WITH A VOLUME LABEL

 Can use parameters other than the disk drive letter with the FORMAT command.

 Syntax for FORMAT commands (with parameters).
 FORMAT volume [/V: label]  [/Q]

 /Q performs quick format:
 Used only on previously formatted disk.

 Deletes entries from FAT and root directory but leaves files untouched.

 /V – used to place volume label on disk.

 /F: size – format floppy disk that does not match capacity of floppy disk drive.

 Volume label.
 Electronic name.

 Like labeling file drawer.
 Formatting disk in recent versions of OS automatically asks for volume label even if /V not 

included.


4.4.5 Different Standards of Expansion Units  
Computer components send and receive data between different devices by the use of a bus. The design and 

type of the bus therefore has a crucial effect on how well a computer system will operate. If you have a high 

speed drive and a fast CPU, but a slow bus, data will be held up and the individual components will not 

operate at the speed they are capable.   
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 MHz – Think of 33 MHz as miles per hour or speed.  
 Mbps (Mega bytes processed per second, transfer rate) translates how many cars could travel the 

highway within a time period of one second. A higher Mbps value represents a faster device.  
 Bit Specification, are the number of lanes on the highway. 16 bit = 16 lanes, 32 = 32 lanes etc. the 

more lanes, the more traffic that can be accommodated.  
 Voltage references, like 5V or 3.3V, is similar to miles per gallon with the exception that the lower 

the voltage, the better the gas mileage.  

 

4.5 The Post Sequence (Power-On Self-Test) 

Booting process runs a Power-On Self Test (POST) to check the devices that the computer will rely on, are 
functioning. It checks that the basic components are functioning correctly 

– Motherboard 

– Power supply 

– Memory 

– Video 

– Keyboard  
 Problems are indicated through the system speaker. 

 Consult BIOS/system manual for the meaning of the beep sequences. E.g. repeated long beeps indicate 

memory problems. 

 

4.6 Keyboard Interface  
 
 
 
 
 
 
 
 
 
 
 

- input only ports: CPU only reads from it 

- output only ports: CPU only writes to it 

- ports for both input and output 

Every port has a number. A port can be referred to in an assembly language program by its 

number, such as: IN 1 

Status port: checked by the CPU to see if a key has been pressed and data is ready to be sent to 

CPU 

Data port: when a key is pressed, its ASCII code is found in the data port  
  
The Keyboard Hardware Interface  
The PC interfaces to the keyboard using two separate microcontroller chips. These chips provide user 
programming registers and a very flexible command set. If you want to program the keyboard beyond simply 

reading the keystrokes produced by the keyboard (i.e., manipulate the LEDs on the keyboard), you will need 
to become familiar with the registers and command sets of these microcontrollers.  
 

The Keyboard DOS and BIOS Interface  
Both DOS and BIOS provide facilities to read a key from the system’s type ahead buffer. As usual, BIOS’ 

functions provide the most flexibility in terms of getting at the hardware. Furthermore, the BIOS int 16h 

routine lets you check shift key status, stuff scan/ASCII codes into the type ahead buffer, adjust the auto 

repeat rate, and more. Given this flexibility, it is difficult to understand why someone would want to talk 

directly to the keyboard hardware, especially considering the compatibility problems that seem to plague such 

projects.  

http://en.wikipedia.org/wiki/Power-On_Self_Test
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4.7 Steps for assembling of a computer  
To assemble a computer and boot the system for the first time, these are some important points to remember:  
 Computer cases come in a variety of sizes and configurations. Many of the computer’s components 

must match the case’s form factor. 

 The CPU is installed on the motherboard with a heat sink/fan assembly. 

 The power supply is installed in the PC. 

 RAM is installed in RAM slots found on the motherboard. 

 Adapter cards are installed in PCI and PCI expansion slots found on the motherboard. 

 Hard disk drives are installed in 3.5-inch drive bays located inside the case.  
 Optical drives are installed in 5.25-inch drive bays that can be accessed from outside the case.  
 Power supply cables are connected to all drives and the motherboard. 

 Internal data cables transfer data to all drives. 

 External cables connect peripheral devices to the computer. 

 Beep codes signify when hardware malfunctions.  
 The BIOS setup program is used to display information about the computer components and allows 

the user to change system settings. 

 

4.8 Software settings of computer after installation (CMOS-setup)  
 
 
 
 
 
 
 
 

Memory types speed and timing—Adjust the values here to match the memory installed in the system (such 
as parity, non-parity, SDRAM, EDO, and so on).  
Cache adjustments—Some Cyrix CPUs require the user to disable pipelining for proper operation.  
Configuration of USB ports—If you upgrade a system to Windows 98 or Windows 2000, you might need to 

enable the USB ports; systems with older versions of Windows (which didn't support USB) might not have 

the USB ports enabled. The USB Keyboard Support feature must be enabled if a USB keyboard is installed to 
allow the keyboard to operate outside of Windows.  
Configuration of the AGP slot—Depending on the specific AGP video card installed (if any), you might 

need to set the size of the memory aperture used to transfer data between the system and the AGP port and 
select the AGP mode (1x, 2x, and 4x).  
Power Management Configuration- Power management works like this: After a user-defined period of 
inactivity, devices such as the monitor, the hard drive, or even the CPU will go into different low-power 
modes:  
- Standby mode—Shuts off the hard drive and blanks monitor screens that use Display Power Management 

Signaling. Move the mouse or press a key to "wake up" the system.  
- Suspend mode—Turns off the CPU clock to save even more power. Systems that fully support suspend 

mode allow you to choose a special shutdown option that "remembers" what programs and files were 
open, and can bring the system back to that state when the power is restored.   

PnP (Plug-and-Play) Configuration Screen  
Plug-and-Play (PnP) configuration allows either the operating system or the system BIOS to select hardware 
settings for PnP-compatible cards when first installed and to change those settings when new cards are 
installed  
 
Security/Passwords  
You can enable two types of passwords on many systems: a power-on password that must be entered to allow 

any use of the system, and a setup password that must be entered to allow access to the BIOS/CMOS setup. If 
you don't have all the settings recorded (with screen printouts or by writing them down), this can be 

dangerous to enable.  
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Installation or setup is the act of making the system or program ready for execution. Because the 
process varies for each program and each computer, programs (including operating systems) often come with 

an installer, a specialized program responsible for doing whatever is needed for their installation. 
Configuration is an arrangement of functional units according to their nature, number, and chief 

characteristics. Often, configuration pertains to the choice of hardware, software, firmware, settings, and 
documentation. The configuration affects system function and performance. 
 

(A) Install an operating system:  
 Windows: Review Microsoft: Installing and Reinstalling Windows. Using virtualization software, 

install Windows 7 or later in a virtual machine.  
 OS X: Review Apple: Installing OS X on an External Volume. Either use virtualization software to 

install OS X in a virtual machine or follow the instructions to install OS X on an external volume.  
 Linux: Review HowToGeek: 10 of the Most Popular Linux Distributions Compared andSelect a 

Linux distribution. An Ubuntu/Mint variant is recommended for workstation use, CentOS is 

recommended for server use. Using virtualization software, install the Linux distribution in a virtual 

machine or follow the instructions to try one or more Linux distributions.  
 Chromium OS: Review Wikipedia: Chromium OS. Download Neverware: CloudReady Chromium 

OS. Using virtualization software, install Chromium OS in a virtual machine. 
  

(B) Perform system updates:  
 Windows: Review Microsoft: Windows Update. Run Windows Update and install any missing 

critical updates.  
 OS X: Review Apple: Update OS X and App Store Apps on your Mac. Check for software updates 

and install any missing updates.  
 Linux: Review Linux.com Updating Your System. Check for system updates and install any missing 

updates.  
 Chromium OS: Review Google: Update your Chromebook operating system. Check for system 

updates and install any missing updates. 
   

(C) Configure keyboard, mouse, display, sound, etc. 
 Windows: Review Microsoft: Working with Control Panel. Use Control Panel applets to configure 

keyboard, mouse, display, sound, and other settings.  
 OS X: Review Apple: Set Your Preferences. Use System Preferences to configure keyboard, mouse, 

display, sound, and other settings.  
 Linux: System settings vary by distribution. Search the Internet for system settings information for 

your Linux distribution. Use system settings applications to configure keyboard, mouse, display, 
sound, and other settings.


(D) Create user accounts  

 Windows: Review Microsoft: Create a User Account and Microsoft: Change User Account Types. 

Create a new administrator account and a new standard user account. Test the accounts and identify 
differences between the account types. Delete the accounts when you're finished.  

 OS X: Review Apple: Set Up Users on Your Mac. Create a new administrator account and a new 
standard user account. Test the accounts and identify differences between the account types. Delete 
the accounts when you're finished.  


(E) System configuration  

The system configuration setting of a client computer comprises of the network setting, domain name, 

computer name, IP address, and so on. Deployment Solution lets you create system configurations to 

apply on the client computers after they boot to the production environment from the pre boot 

environment or automation environment.  
  

http://windows.microsoft.com/en-us/windows/installing-reinstalling-windows#1TC=windows-7
http://support.apple.com/en-us/HT202796
http://www.howtogeek.com/191207/10-of-the-most-popular-linux-distributions-compared/
https://en.wikipedia.org/wiki/Chromium_OS
https://neverware.zendesk.com/hc/en-us/articles/214564457--UPDATED-Un-Official-CloudReady-Virtual-Machine-Images-
https://neverware.zendesk.com/hc/en-us/articles/214564457--UPDATED-Un-Official-CloudReady-Virtual-Machine-Images-
https://neverware.zendesk.com/hc/en-us/articles/214564457--UPDATED-Un-Official-CloudReady-Virtual-Machine-Images-
http://windows.microsoft.com/en-us/windows7/products/features/windows-update
http://support.apple.com/en-us/HT201541
http://www.linux.com/learn/tutorials/234011-linux-101-updating-your-system
https://support.google.com/chromebook/answer/177889?hl=en
http://windows.microsoft.com/en-us/windows7/working-with-control-panel
http://support.apple.com/en-us/HT201726
http://windows.microsoft.com/en-us/windows/create-user-account#create-user-account=windows-7
http://windows.microsoft.com/en-us/windows/change-users-account-type#1TC=windows-7
http://windows.microsoft.com/en-us/windows/change-users-account-type#1TC=windows-7
http://windows.microsoft.com/en-us/windows/change-users-account-type#1TC=windows-7
http://windows.microsoft.com/en-us/windows/change-users-account-type#1TC=windows-7
http://support.apple.com/kb/PH14411
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5.0 BASIC MAINTENANCE OF COMPUTER AND 

TROUBLE SHOOTING PROCEDURES 

 

5.1 Basic Maintenance Concepts  
Computer maintenance is the practice of keeping computers in a good state of repair. A computer 

containing accumulated dust and debris may not run properly. Dust and other craft may accumulate as a result 

of air cooling. Any filters used to mitigate this need regular service and changes. If the cooling system is not 

filtered then regular computer cleaning may prevent short circuits and overheating. 

 

The three main components of system maintenance are: 

1) Preventive Maintenance 

2) Corrective Maintenance 

3) On-Line Maintenance 
 

5.1.1 Preventive Maintenance:  
Preventive maintenance is defined as the proactive maintenance of equipment before a fault or failure 

occurs. Preventive maintenance involves routine tasks to ensure that your system is running optimally and to 

avoid problems before they arise. There are several preventative measures you can take, including installing 

Windows updates, scanning for viruses and malware, and running cleaning programs. Anti-virus and anti-

malware scans should be run at least once a week. Be sure to run updates for these programs whenever they're 

released, as new viruses and malware spring up constantly. Keeping your network secures, installing a 

firewall, and using safe downloading practices can protect your computer and any information on it from 

being compromised. Power surges and overheating can destroy electronic equipment, so protect your 

hardware by investing in a surge protector and cleaning your equipment periodically to remove dust.  

  
5.1.2 Corrective Maintenance:  
Corrective maintenance, commonly referred to as "repair," is the correction of a problem after the computer 

has already broken down. The goal of this form of maintenance is to restore operability to the system by either 

correcting the problem or replacing the damaged components. Common corrective measures involve 

removing viruses and malware, uninstalling harmful programs, reformatting, and running a system restore, 

among others. Many common computer problems are easily fixed and don't require an IT professional. To 

perform corrective maintenance, it is important to first diagnose the problem and figure out the root cause. If 

you are unsure of the cause or how to fix your problem, consult an IT professional 
  
5.1.3 On-Line Maintenance:  
Remote administration refers to any method of controlling a computer from a remote location. Software that 
allows remote administration is becoming increasingly common and is often used when it is difficult or 

impractical to be physically near a system in order to use it. A remote location may refer to a computer in the 

next room or one on the other side of the world. Unlimited remote support during office hour’s .Users can 
contact us via email, telephone. Our support engineers use a remote access service which allows them to 

connect to the problematic system, and fix it without having to visit your office.  
  

5.2 Type & Nature of Fault  
A fault is another word for a problem. A root cause fault is a fundamental, underlying problem that may lead 

to other problems and observable symptoms. A root cause is also generally associated with procedures for 

repair. A "fault" or "problem does not have to be the result of a complete failure of a piece of equipment, or 

even involve specific hardware. For instance, a problem might be defined as non-optimal operation or off-

spec product. In a process plant, root causes of non-optimal operation might be hardware failures, but 

problems might also be caused by poor choice of operating targets, poor feedstock quality, poor controller 

tuning, and partial loss of catalyst activity, buildup of coke, low steam system pressure, sensor calibration 

errors, or human error. A fault may be considered a binary variable Ok vs. Failed.  

http://www.mapcon.com/us-en/preventive-maintenance-software
https://en.wikipedia.org/wiki/Computer
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A fault in a computer system affects the normal operation of the computer, i.e., the computer malfunctions. 
The symptoms of malfunction are almost unlimited and vary with the nature of the fault. The types of 
symptoms we often come across are listed below: 

  
 A program has given wrong results. 

 A program is looping continuously 

 The CPU has lost control 

 There is a junk display on the CRT 

 The HDD is not working 

 Opening more than one window causes the system software to hang 

 Computer intermittently cancels job with any of the following messages: 

 Spurious Interrupt 

 Memory parity error 

 File not found 

 Divide by zero 

 Overrun  
 

5.2.1 Nature of Faults (Solid and Intermittent):  
Computer faults can be broadly classified into 2 types based on frequency of occurrence of the program.  
 Permanent or Solid fault: When there is a permanent in a computer misbehaves consistently. Any 

number of times the program is run, the result or symptoms will be same. 
  

 Intermittent fault: When there is an intermittent fault, the computer’s behavior is not consistent. 
Sometimes it works properly and suddenly it malfunctions. After a certain period of time, it recovers 
from the fault automatically and again starts functioning properly.  

 

5.2.2 Types of Faults (Hardware & Software):  
A hardware which works now may fail even in the next second. But a software one proven always works. 
Hence if there is a software fault in a computer, it is because of one the following two reasons:  
 The program is not proven. It is a new which is not yet debugged thoroughly.  
 The program works only for certain types of data. This is due to the incomplete testing of the software.  

 
Software errors may appear to be hardware errors. A hardware problem is classified as a fault in an actual 
component or in the configuration of that component.  
 Electronic problems 

 Mechanical problems 

 Environmental problems 

 Media problems  
 

5.2.3 Manifest on of Faults: 

 

Fault effects may be permanent or temporary 

 Same fault may result in different effects depending on where/when it occurs  
 A soft error in the code segment is a permanent error while one in the data segment may be temporary 

  
Faults may affect different layers differently  

 A permanent fault in the logical level may manifest as a temporary fault at the architectural level 
if the function unit in which it occurs is often unused.  
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(i) System Stack: Logical level (soft error, timing errors etc.)  
Stuck-at-fault (Permanent): 

 Assume that some gate/line gets ―stuck‖ 

 Can be stuck-at-0 or stuck-at-1 

 May not correspond to real physical faults  
 Very useful for evaluating test cases in ATPG Bit-Flip Model (Transient)  
 Can be caused by cosmic rays/alpha particles striking flip-flops or logic gates (Soft errors)  
 Leads to one or more bits getting ―flipped‖ 

 

(ii) System Stack: Architectural level (Design defects, wear out-related defects)  
Permanent Errors:  

 Some functional unit in the processor fails (e.g., an ALU stops working; cache line has a stuck-at-
fault).  

 Certain instructions are always executed incorrectly due to design errors (e.g., adds always encounter 
error when value overflows register width. 

 Some units experiences an error for 1 cycle/instruction (e.g., an entry in the ROB has a bit-flip for 1 
cycle)  

 Cache line has a single bit-flip due to cosmic ray strike  

 

(iii) System Stack: OS/VM level (kernel error, driver error)  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Permanent Error: 

 An instruction or data item was corrupted by a fault in the disk image of the OS 

 Device experiences a permanent failure 

 An OS data/code page in memory is corrupted 

 A device experiences a transient malfunctioning 

 The kernel experiences deadlock/livelock 

 

(iv) System Stack: Application Level (Concurrency Bugs and Memory Corruption Errors) 

Permanent Errors: 

 Programming errors in application logic-mutation of source code or binary file   
 Corruption of configuration files/data-bases needed by the application Transient Errors  
 Software memory corruption errors or corruption of memory locations 

 Race conditions/Atomicity violations or lock elision  
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(v) Operator/User Level: 
Permanent Errors:  
 Errors in configuration files/databases due to user’s carelessness or misunderstanding of parameters  
 Wrong semantic model of the application 

 User types in incorrect command/GUI action due to carelessness or oversight  
 Operator attempts to upgrade hardware or software and upgrades the wrong component/package 

 

5.3 Diagnostic Program and Tools  
A diagnostic program is a program written for the express purpose of examining the state, or locating 

problems with the hardware, or operating system environment that it is running on/in. A diagnostic program is 
a program written for the express purpose of locating problems with the software, hardware, or any 

combination thereof in a system, or a network of systems. Preferably, diagnostic programs provide solutions 

to the user to solve issues.  
Examples  

 Diagnostics that are run on-demand when a user needs assistance, typically within the primary 
operating system of the computer (e.g. Windows)

 "Off-line diagnostics" that are run outside the primary operating system, typically to reduce the 
masking influence of software on hardware issues

 Background diagnostics that monitor the system for failures and marginal events, and provide 
statistical data for failure prediction, and root cause analysis of actual failure conditions

 Solutions-oriented diagnostics, that diagnose and resolve user-perceived issues with a computer 
system.

 In some cases hardware components have specific features to assist a diagnostic program to test it. 
For example, most modern hard drives have commands that provide information about some 

permanent error conditions. Also, some systems with ECC memory will log memory failures that 
were automatically corrected.
 

Methods of Operation:
 Black box, which is testing of a mechanism without knowing how it works, and merely focusing 

on the accuracy of output data based on a known input.
 White box, which uses knowledge of a mechanisms inner functions to direct testing.
 Operation-oriented, a combination of both black and white box, with one or more black-box 

operations interleaved with one or more white-box operations. This mode of testing is not 

preferred; however some complex systems do not have the necessary interfaces to perform one or 
the other type independently.

 Background monitoring of system indicators, for statistical analysis of trends, and for recording 
abnormal events

 Background diagnostics, that perform testing of system components during idle-time of a system
 Operation-interleaved diagnostics, that incorporate diagnostics into the normal operation of a 

system component, thus any marginal operating mode is immediately diagnosed 
 Solution-based diagnostics, that test for known failure modes by identifying if their known 

symptoms are detected. 
 

Architectures:  
 Single-purpose diagnostic, also referred to as "Defined-purpose" diagnostic, such as a program 

that validates the Windows DirectX configuration
 Multi-purpose diagnostic, a monolithic program that performs multiple tasks that may or may not 

be suitable for all uses. This would be similar to a hammer that will perform well with nails, less 
so with screws, and poorly with nuts and bolts.

 Modular diagnostic, which combines sets of single-purpose diagnostics into an environment that 
is easily tailored for particular requirements. 

https://en.wikipedia.org/wiki/Computer_program
https://en.wikipedia.org/wiki/Operating_system
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Diagnostic Tools:  
Computer manufactures supply special diagnostic programs. These programs contain test routines to verify 

the various functions of the computer hardware. Running these programs helps one to decide whether the 

hardware is faulty or not. In order to verify the presence of intermittent problems, it is necessary to run the 

diagnostics multiple times. These test programs very often help us to confirm whether a problem in a 

computer is related to hardware or software. If diagnostic programs run successfully without pointing out any 

problems, then the chance of a hardware fault is remote. But there are two exceptions to this:  
- Intermittent problems may play a hide and seek  
- Some problems may be too complex to be detected by simple diagnostic programs. These faults may 

occur only when several subsystems work simultaneously.  
Unless diagnostic programs simulate the above two situations, then faults may not be caught by the 

diagnostics programs. The Software routines that test hardware components (memory, keyboard, disks, etc.) 

diagnostics are often stored in ROM chips and activated on startup. Computer errors can occur due to either 

hardware or software issues and often requires time consuming trial-and-error troubleshooting to diagnose. 

The diagnostic tools cover the usual culprits such as memory, hard drives, video cards and software, allowing 

you to pinpoint the source of your computer troubles. In instances where the tools cannot outright repair the 

errors, the information provided can be key to determining what has to be replaced. Your desktop computer 

comes with several sophisticated diagnostic programs. Technicians use these tools to find the causes of erratic 

behavior in the computer, slow operation and other problems. The POST , Check Disk, Task Manager, 

Windows Defender, Drivers these programs consist of software that is built into hardware drivers and 

components of the Windows operating system. 

 

5.4 Firmware (POST) Concepts  
Firmware can be mainly referred to as being a fixed, rather small program that controls hardware in a system. 

Firmware is generally responsible for every basic low-level operation without which a device would be 

completely non-functional. Usually firmware is stored in Flash, ROMs, PROMs, and EPROMs. In most cases, 

firmware is not supposed to be changed by the user. The POST checks, identifies, and initializes system 

devices such as the CPU, RAM, interrupt and DMA controllers and other parts of the chipset, video display 

card, keyboard, hard disk drive, optical disc drive and other basic hardware. A power-on self-test (POST) is a 

process performed by firmware or software routines immediately after a computer or other digital electronic 

device is powered on. The results of the POST may be displayed on a panel that is part of the device, output to 

an external device, or stored for future retrieval by a diagnostic tool. Since a self-test might detect that the 

system's usual human-readable display is non-functional, an indicator lamp or a speaker may be provided to 

show error codes as a sequence of flashes or beeps. In addition to running tests, the POST process may also 

set the initial state of the device from firmware. Most computer peripherals are themselves special-purpose 

computers. Devices such as printers, scanners, cameras and USB flash drives have internally stored firmware; 

some devices may also permit field upgrading of their firmware.  
 Firmware is programming that's written to a hardware device's nonvolatile memory.  
 Firmware, which is added at the time of manufacturing, is used to run user programs on the device and 

can be thought of as the software that allows hardware to run. Hardware makers use embedded 
firmware to control the functions of various hardware devices and systems, much like a computer’s 

operating system (OS) controls the function of software applications.  
 Firmware may be written into read-only memory (ROM), erasable programmable read-only memory 

(EPROM) or flash memory. Firmware that is embedded in flash memory chips can be updated easier 

than firmware written to ROM or EPROM, which makes it more adaptable.               
5.5 Fault Elimination Process  
 

Fault finding is a technique which can be easily traced out if one proceeds systematically, starting from the 
symptoms. Some fault show complex symptoms with no clue at all. For such faults there are no defined 

starting points. The steps of fault elimination procedure are common to any computer which are stated below.   

https://en.wikipedia.org/wiki/Central_processing_unit
https://en.wikipedia.org/wiki/Central_processing_unit
https://en.wikipedia.org/wiki/Central_processing_unit
https://en.wikipedia.org/wiki/Central_processing_unit
https://en.wikipedia.org/wiki/Programmable_interrupt_controller
https://en.wikipedia.org/wiki/DMA_controller
https://en.wikipedia.org/wiki/Chipset
https://en.wikipedia.org/wiki/Chipset
https://en.wikipedia.org/wiki/Chipset
https://en.wikipedia.org/wiki/Chipset
https://en.wikipedia.org/wiki/Computer_keyboard
https://en.wikipedia.org/wiki/Computer_keyboard
https://en.wikipedia.org/wiki/Optical_disc_drive
https://en.wikipedia.org/wiki/Computer_hardware
https://en.wikipedia.org/wiki/Firmware
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/PC_speaker
https://en.wikipedia.org/wiki/USB_flash_drive
http://searchstorage.techtarget.com/definition/nonvolatile-memory
http://internetofthingsagenda.techtarget.com/definition/embedded-firmware
http://internetofthingsagenda.techtarget.com/definition/embedded-firmware
http://internetofthingsagenda.techtarget.com/definition/embedded-firmware
http://whatis.techtarget.com/definition/operating-system-OS
http://whatis.techtarget.com/definition/read-only-memory-ROM
http://whatis.techtarget.com/definition/EPROM
http://searchstorage.techtarget.com/definition/flash-memory
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5.5.1 Dead System:  
A computer is said to be dead when an absolutely essential signal is absent. It is easy to confirm whether a 
system is dead or alive. The following are some of the symptoms of adead computer:  
 DC voltage is absent 

 clock signal is absent 

 ROM output is inactive 

 Microprocessor is faulty or dead 

 The AC fuse is blown 

 

5.5.2 Spurious Problems:  
Sometimes the computer malfunctions randomly. Logical and systematic trouble shooting may not yield any 

clue. In such case the engineers should look for symptoms of spurious problem. Some of the hidden 
symptoms of spurious problems are –  
 DC voltage has excessive ripples 

 DC voltage is noisy 

 clock signal is not stable 

 loose contacts of cables and connectors 

 There is noise pick up on the next input or on other bus signals. 

 

5.5.3 Security Failures:  
In any computer, sometimes there are abnormal symptoms, due to malfunctioning of special hardware meant 

for error detection. Three types of problems are caused by such security logic:  
 When there is no error, the error detection logic (ex. ECC ch.) raises a false alarm.  
 When there is an error, the security guard without catching it. The error propagates and creates 

confusion.  
 The error detection hardware malfunctions in generating appropriate coding. For example, the parity 

generator may generate a wrong parity bit. This goes unnoticed immediately when the parity checker 

detects an error, the OS wrongly considers it a genuine error.  
 

5.5.4 Heart Beats:  
We have seen some of the symptoms of a dead PC earlier. These are the general symptoms applicable to any 

computer. In addition, there are some check points which are the heart beats of PCs. By sensing these, the 
engineer can predict the problem type and determine how to proceed with diagnosis. Two such effective 

check points are:  
 
Memory refresh request: Refresh in DRAM IC is done at regular interval. For this purpose, refresh signal is 

generated once every 15 µsec. If this pulse is present it indicates the following Microprocessor is alive. 
 
Timer 0 - Ticks: The PC maintains the time of day. This time is periodically updated by the cooperation 
between timer 0 and timer interrupt service routine.  

 

5.6 Systematic way of trouble shooting versus Adhoc trouble shooting 

Adhoc techniques of troubleshooting don’t always help an engineer. Systematic trouble shooting is a logical 

approach. It is a scientific and analytical process. The systematic troubleshooting approach can be divided into 
the following steps: 

 Symptom observation  
 Symptom analysis 

 Fault diagnosis 

 Fault Rectification 
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5.6.1 Symptom Observation:  
The first step in troubleshooting a system or peripheral is observing all the symptoms caused by the fault in 

the system. For some problems, especially for problems due to multiple faults, it will be impossible to locate 

the exact fault or it will take a long time & thus the downtime will be increased. Clean mind and concentration 

is essential while troubleshooting a problem.   
 

5.6.2 Symptom Analysis:  
A careful analysis of the symptoms will give a clue to the fault location process. When there are multiple 

symptoms the engineers should try to correlate the various symptoms to identify the problem. If any 

relationship or clue is found, several steps can be skipped during fault location, thereby reducing the 

downtime considerably. If multiple faults are present, then we may be minted by mixed symptoms. It is 

difficult to predict the presence of multiple faults. Troubleshooting a system with multiple faults is a tough 

task. Two probable clues are  
 Symptoms are not consistent but keep changing 

 Certain symptoms vanish suddenly   
 

5.6.3 Fault Diagnosis:  
It is highly sophisticated scientific process. The most important point is the multi-dimensional view to be 

applied by the hardware engineer while troubleshooting. The main dimensions are  
 

Architecture: Certain problems can be visualized properly only when you analyze the problem and the 

behavior of the computer as a system consisting both hardware and software. Software may be either a system 

software or an application software. It is not necessary that we should be a programmer. 

 

Organization: Different faults may create the same external symptom. The engineer must distinguish the 

different faults by a deep analysis of the internal machine status. Every computer has certain unique 

organizational aspects. Before trouble shooting a computer, the engineer should understand the specific detail 

of organization of the computer.    
 

Engineering Layout: Certain problems are caused by physical layout faults like faulty cable, loose 

connection, and open wire, track short, etc. The layout documents to a computer are:  

 Circuit diagram 

 Board layout diagram 

 Cable Signals 

 Connecter signals list 

 Jumper settings  
 
Environment: Certain problems are caused due to environmental conditions and are listed below:  

 High Temperature 

 DUST 

 Magnetic Fields 

 Humidity 

 

5.6.4 Fault Rectification:  
Once a problem is diagnosed thoroughly and the fault is traced, the rectification involves skilled mechanical 
work rather than analytical work. These steps involve performing one or more of the actions depending on the 
result of fault diagnosis:  

 Replacing a defective IC or other components 

 Replacing a defective PCB 

 Cleaning the R/W heads 

 Formatting a diskette or hard disk 
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6.0 BASIC NETWORKING DEVICES AND THEIR INTERFACING 

 
6.1 Network Interfacing Card  
In the list of networking devices, NIC stands on first place. Without this device, networking cannot be 
done. This is also known as network adapter card, Ethernet Card and LAN card. NIC allows our PC to 
communicate with other PCs. Basically it converts data transmission technology. A PC uses parallel data 
transmission technology to transmit data between its internal parts while the media that connects this 
PC with other PCs uses serial data transmission technology. A NIC converts parallel data stream into 
serial data stream and vice versa serial data stream is get converted in parallel data stream. Usually all 
modern PCs have integrated NICs in motherboard. NICs are also available separately. For desktop or 
server system they are available in adapter format which can be plugged into the available slots of 
motherboard. For laptop or other small size devices they available in PCMCIA (Personal Computer 
Memory Card International Association) card format which can be inserted in PCMCIA slots. 
 
Types of NICs 
There are two types of NICs 

1. Media Specific: - Different types of NICs are required to connect with different types of media. 
For example we cannot connect wired media with wireless NIC card. Just like this, we cannot 
connect coaxial cable with Ethernet LAN card. We have to use the LAN card that is particularly 
built for the media type which we have. 

 
2. Network Design Specific: - A specific network design needs a specific LAN card. For example 

FDDI, Token Ring and Ethernet have their own distinctive type of NICs card. They cannot use 
other’s NIC card. 

 
Collision 
Collision is the effect of two devices sending transmissions simultaneously in Ethernet. When they meet 
on the physical media, the signals from each device collide and damaged. Collision domain is the group 
of devices that share same collision effects over the Ethernet network. It is a mechanism of removing 
collision from network. When two or more nodes simultaneously sense the wire and found no signals, 
and each device places it’s signal on the wire. These signals would be collide in wire and a collision will 
occur. 
 
Before placing any signal in wire, NIC (Network Interface Card) examines wire for any existing signal. 
This method is known as CS (Carrier Sense). If two NICs sense wire on exactly same time and see no 
signal then both will place their signals in wire. This is known as MA (Multiple Access). If the NICs see a 
collision for their transmitted signals, they have to resend the signals. In this situation, each NIC that 
was transmitting a frame when a collision occurred creates a special signal, called a jam signal, on the 
wire, waits a small random time period, and examine the wire again. If there is no signal in the wire, NIC 
will retransmit its original signals again. 
 
The more devices you place on a segment, the more likely you are going to experience the collisions. 
More devices means more random time interval, creating even more collisions, gradually slowing down 
a device’s access when trying to transmit the data. 
 
6.2 Networking Interconnection Devices 

 Hub  
 Switch  
 Router 
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6.2.1 Hub 
Hub is a device works on the physical layer of OSI Models which create single broadcast domain & 
single collision domain. It is a layer 1 device. Hub use the method of Broadcast data transmission. 
 
Characteristics of HUB:-  
1) Hub creates single Broadcast Domain.  

2) Hub creates single Collision Domain.  
 
HUB is used to connect multiple computers in a single workgroup LAN network. Typically HUBs are 
available with 4,8,12,24,48 ports. Based on port type, there are two types of HUB:-Ethernet HUB :- In 
this type of HUB all ports have RJ-45 connectors. 
 
Combo HUB :- In this type of HUB ports have several different types of connectors such RJ-45, BNC, and 
AUI. HUBs generally have LED (light-emitting diode) indicator lights on each port to indicate the status 
of link, collisions, and other information. To understand the functionality of hub let’s take an example 
from real life. 
 
There are four friends who share everything. One of them finds a photo of Amitabh Bachchan. To share 
this with friends, he will make three photo copies from Xerox machine and give one copy to each friend. 
He doesn’t need a copy of photo for hi mself as he has the original one. Now change the characters in 
this example. Replace friends with HUB’s port, photo with data signal and Xerox machine with HUB. 
There is a HUB which has four ports. Ports share everything. One port received data signal from its 
connected device. It will make three copies of data signal from HUB and give one copy to each port. 
Receiver port doesn’t need a copy of data signal for itself as it has it the original version. When a hub 
receives signal on its port, it repeats the signal and forwards that signal from all ports except the port 
on which the signal arrived. 
 
There are two types of HUB 

 Passive HUB :- It forwards the data signal from all ports except the port on which signal arrived. 
It doesn’t interfere in data signal. 

 Active HUB :- It also forwards the data signal from all ports except the port on which signal 
arrived. But before forwarding, it improves quality of data signal by amplifying it. Due to this 
added features active HUB is also known as repeaters. 

 
Usually HUB has one or more uplink ports that is used to connect it with another HUB. Right cable type 
is required to connect two HUBs. Logically HUB creates a star topology where it sits in the center of the 
topology and all connected systems stays at the points of the star. Physically HUB creates a bus 
topology where all connected systems share the same bus connection. There are two similar devices to 
HUB, MAU and Patch Panel. 
 
6.2.2 Switch 
Switch is a device works on the Data Link Layer of OSI Models which create single broadcast & multiple 
collision domains. It is a layer 2 device & works on MAC address. Switch use the method of Unicast data 
transmission. Switch maintains a table which called MAC Address Table. In this table switch store Mac 
Address & Port no. of all the hosts attached on this network. That’s why Switch is more intelligent. 
Switch stores the MAC table in a IC (integrated chip) called ASIC (Application Specific Integrated 
Circuit). 
 
Characteristics of SWITCH:-  
1) Switch creates single Broadcast Domain.  

2) Switch creates multiple Broadcast Domain.  
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Switch is also used to connect multiple computers together in a LAN segment. Switches available with 4, 
8, 12, 24, 48, 64 ports. Each switch port has a separate collision domain. Switch works at layer two in 
OSI Layer model. At layer two data signals are formatted in frames. When a switch receives frame, it 
checks FCS (Frame checksum sequence) field in it. Switch process the frame only if it is valid. All 
invalided frames are automatically dropped. All valid frames are processed and forwarded to their 
destination MAC address. Switch makes their switching decisions in hardware by using application 
specific integrated circuits (ASICs). Unlike generic processor such as we have in our PC, ASICs are 
specialized processors built only to perform very few particular tasks. In cisco switch ASICs has single 
task, switch frames blazingly fast. For example an entry level catalyst 2960 switch has frame rate of 2.7 
million frames per second. Higher end switches have higher FPS rate such as Catalyst 6500 has a rate of 
400 million FPS rate Switches support three methods of switching: 

1. Store and Forward  

2. Cut and Through  
3. Fragment Free  

 
Store and Forward  
This is the basic mode of switching. In this mode Switch buffers entire frame into the memory and run 
FCS (Frame Check Sequence) to ensure that frame is valid and not corrupted. A frame less than 64bytes 
and higher than 1518bytes is invalid. Only valid frames are processed and all invalid frames are 
automatically dropped. Among these three methods, this method has highest latency. Latency is the 
time taken by device in passing frame from it.  
 
Cut and Through 
Cut and through method has lowest latency. In this method Switch only read first six bytes from frame 
after the preamble. These six bytes are the destination address of frame. This is the fastest method of 
switching. This method also process invalid frames. Only advantage of this method is speed.  
 
Fragment Free 
This is a hybrid version of Store and Forward method and Cut and through method. It takes goodies 
from both methods and makes a perfect method for switching. It checks first 64 bytes of frame for 
error. It processes only those frames that have first 64bytes valid. Any frame less than 64 bytes is 
known as runt. Runt is an invalid frame type. This method filters runt while maintaining the speed. 
 
6.2.3 Router 
Router is a device works on the Network Layer of OSI Models which creates no Broadcast Domain & 
Collision Domain. Router prevents Broadcast. It is a Layer 3 device works on IP Address. Router has 
mainly 2 types of interface. Ethernet or LAN interface & Serial or WAN interface. Router maintains a 
table called Routing Table. It holds the Information of IP Addresses, Interface & HOP of all the hosts 
connected to this network.HOP means jump. How many router I have to jump to go to the recipient that 
is HOP. 
 
Basically routers are used:- 

 To connect different network segments.  

 To connect different network protocols such as IP and IPX.  

 To connect several smaller networks into a large network (known as internetwork)  
 To connect two different media types such as UTP and fiber optical.  

 To connect two different network architectures such as token ring and Ethernet.  

 To connect LAN network with Telco company’s office (Known as DTE device).  

 To access DSL services (known as DSL Router).  
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6.3 Types of Network Cable 
In networks using cable-based media, there are three basic choices: 

1. Twisted pair 
2. Coaxial 
3. Fiber-optic 

 
Twisted pair and coaxial cables both use copper wire to conduct the signals electronically whereas 
fiber-optic cable uses a glass or plastic conductor and transmits the signals as light. 
 
(A) Twisted Pair Cable  

 Two main types of twisted-pair cabling are in use today: Unshielded Twisted Pair (UTP) and 
Shielded Twisted Pair (STP). UTP is significantly more common than STP and is used for most 
networks. Shielded twisted pair is used in environments in which greater resistance to EMI and 
attenuation is required. The greater resistance comes at a price, however. The additional 
shielding, plus the need to ground that shield (which requires special connectors), can 
significantly add to the cost of a cable installation of STP. STP provides the extra shielding by 
using an insulating material that is wrapped around the wires within the cable. This extra 
protection increases the distances that data signals can travel over STP but also increases the 
cost of the cabling. 

 
 There are several categories of twisted-pair cabling. The early categories are most commonly 

associated with voice transmissions. The categories are specified by the Electronic Industries 
Association/Telecommunications Industry Association (EIA/TIA). EIA/TIA is an organization 
that focuses on developing standards for electronic components, electronic information, 
telecommunications, and Internet security. These standards are important to ensure uniformity 
of components and devices.  

 
EIA/TIA has specified a number of categories of twisted-pair cable:  

 Category 1: Voice-grade UTP telephone cable. Due to its susceptibility to interference and 
attenuation and its low bandwidth capability, Category 1 UTP is impractical for network 
applications..  

 
 Category 2: Data-grade cable that can transmit data up to 4Mbps. Category 2 cable is too slow 

for networks. It is unlikely that you will encounter Category 2 on any network today.  
 

 Category 3: Data-grade cable that can transmit data up to 10Mbps with a possible bandwidth of 
16MHz. For many years, Category 3 was the cable of choice for twisted-pair networks. As 
network speeds pushed the 100Mbps speed limit, Category 3 became ineffective.  

 
 Category 4: Data-grade cable that has potential data throughput of 16Mbps. Category 4 cable 

was often implemented in the IBM Token Ring Network. Category 4 cable is no longer used.  
 

 Category 5: Data-grade cable that typically was used with Fast Ethernet operating at 100Mbps 
with a transmission range of 100 meters. Although Category 5 was a popular media type, this 
cable is an outdated standard. Newer implementations use the 5e standard. Category 5 provides 
a minimum of 100MHz of bandwidth. Category 5, despite being used primarily for 10/100 
Ethernet networking, can go faster. The IEEE 802.11ae standard specifies 1000Mbps over 
Category 5 cable.  
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 Category 5e: Data-grade cable used on networks that run at 10/100Mbps and even up to 
1000Mbps. Category 5e cabling can be used up to 100 meters, depending on the implementation 
and standard used.Category 5e cable provides a minimum of 100MHz of bandwidth.  

 
 Category 6: High-performance UTP cable that can transmit data up to 10Gbps. Category 6 has a 

minimum of 250MHz of bandwidth and specifies cable lengths up to 100 meters with 
10/100/1000Mbps transfer, along with 10Gbps over shorter distances. Category 6 cable 
typically is made up of four twisted pairs of copper wire, but its capabilities far exceed those of 
other cable types. Category 6 twisted pair uses a longitudinal separator , which separates each of 
the four pairs of wires from each other. This extra construction significantly reduces the amount 
of crosstalk in the cable and makes the faster transfer rates possible.  

 
(B) Coaxial Cable  
Coaxial cable or coax as it is commonly called, has been around for a long time. Coax found success in 
both TV signal transmission and network implementations. Coaxial cable is constructed in this way to 
add resistance to attenuation (the loss of signal strength as the signal travels over distance), crosstalk 
(the degradation of a signal, caused by signals from other cables running close to it), and EMI. Two 
types of coax are used in networking: thin coax, also known as thin net and thick coax, also known as 
thick net. Neither is particularly popular anymore, but you are most likely to encounter thin coax. Thick 
coax was used primarily for backbone cable. It could be run through plenum spaces because it offered 
significant resistance to EMI and crosstalk and could run in lengths up to 500 meters. Thick coax offers 
speeds up to 10Mbps, far too slow for today’s network environments 
 
(C) Fiber – optic Cable  
In many ways, fiber-optic media addresses the short comings of copper-based media. Because fiber-
based media use light transmissions instead of electronic pulses, threats such as EMI, crosstalk, and 
attenuation become nonissues. Fiber is well suited for the transfer of data, video, and voice 
transmissions. In addition, fiber-optic is the most secure of all cable media. Anyone trying to access data 
signals on a fiber-optic cable must physically tap into the medium. Given the composition of the cable, 
this is a particularly difficult task. 
 
Two types of fiber-optic cable are available:  

 Multimode fiber : Many beams of light travel through the cable, bouncing off the cable walls. This 
strategy actually weakens the signal, reducing the length and speed at which the data signal can 
travel.  

 
 Single-mode fiber: Uses a single direct beam of light, thus allowing forgreater distances and 

increased transfer speeds.  
 
NETWORK CABLE 
STRAIGHT CABLE:-  
END 1  END 2  
1)  BLUE  1) BLUE  
2)  GREEN  2) GREEN  
3)  BROWN  3) BROWN  
4)  ORANGE  4) ORANGE  
5)  BLUE on WHITE  5) BLUE on WHITE  
6)  GREEN on WHITE  6) GREEN on WHITE  
7)  BROWN on WHITE  7) BROWN on WHITE  
8)  ORANGE on WHITE  8) ORANGE on WHITE  
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CROSS CABLE:-  
END 1  END 2  
1)  ORANGE  1) GREEN  
2)  BLUE  2) BROWN  
3)  GREEN  3) ORANGE  
4)  ORANGE on WHITE  4) ORANGE on WHITE  
5)  BLUE on WHITE  5) BLUE on WHITE  
6)  BROWN  6) BLUE  
7)  GREEN on WHITE  7) GREEN on WHITE  
8)  BROWN on WHITE  8) BROWN on WHITE  
 
6.4 Types of Network Connector 
A variety of connectors are used with the associated network media. Media connectors attached to the 
media and allow the physical connection into computing device. Many of the fiber and the copper 
networks are used for sending data from the one place of the world to the corner of it. There are so 
many connections are out there which are most commonly found in the modern era. These connectors 
have some specific cables as well. The cables that we use at the homes are important since they might 
be the base of the connection that is being used. When the house is being build, and the networking is 
being selected from the scratch, it is very vital to know that the cables selected are of the right type so 
that no difficulty can be seen in the future. Here are some connectors and the cables which have some 
specific characteristics;  
 
(I) BNC connectors are associated with coaxial media and 10Base2 networks. BNC connectors are not 
common as they once were, but they still are used on some network cards and older hubs. Common 
BNC connectors include a barrel connector,  
 
(II) When one starts working with the fiber, he would notice that it contains many types. There are 
various kinds of the connectors which are connected at the end of the cables. They are mentioned as 
Connectors: SC, ST and LC: The ST uses a half-twist bayonet type of lock. The SC uses a push-pull 
connector similar to common audio and video pulgs and sockets. The LC connectors have a flange on 
top, similar to an RJ-45 connector, that aids secure. MT-RJ is a popular connector for two fibers in a very 
small factor.  
 
(III) It is pretty obvious that if one decides to do all the cabling himself, he would have a different way of 
doing it than others. Hence one can face many problems while doing so. Due to that reasons, there are 
some standards which have been created and linked to the devices so everyone follows the same. Some 
of them are associated to the twisted pair cabling. These are; Connectors: RJ-11, RJ-45: there are two 
connectors which are associated to the twisted cables. RJ (Registered jack)-11 connectors are small 
plastic connectors used on telephone cables. They have capacity for six small pins. The RJ-45 
connectors are used with twisted-pair cabling and have capacity for eight small pins. 
 
(IV) F-type connectors are screw-on connections used to attach coaxial cable to devices. This includes 
RG-59 and RG-6 cables. F-type connectors are commonly associated with connecting Internet modems 
to cable or satellite Internet service provider’s (ISPs’) equipment. 
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